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Introduction

As the number of financial institutions catering to stablecoin issuers grows, it's
more important than ever to understand how financial services can be provided
to this growing customer segment safely.

In this case study, we examine some of the challenges facing financial
institutions catering to stablecoin issuers, understand the idiosyncrasies of
stablecoins issued on multiple blockchains, and explore the tools available
to manage risk.

We'll look at crypto-asset exchange Binance's BUSD stablecoin product
and explore what led to its shutdown and understand on-chain
transaction data that needs to be monitored by financial institutions.

By identifying risks and understanding how to both monitor and o
mitigate such risks, financial institutions can be better positioned not

Just to cater to stablecoin issuers, but also gain a more thorough ° °
appreciation of the operating environment. ° »

At the end of this case study, readers will:

e understand how to manage risks associated with providing
financial services to stablecoin issuers;

e know how to handle stablecoin issuance and redemption ° ey
exercises and reconcile those with on-chain stablecoin
activity; and
]
e appreciate how blockchain intelligence can be used ®

to develop effective monitoring and compliance »
frameworks when working with stablecoin issuers.
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What are stablecoins? L

A stablecoin is a digital token issued on a blockchain intended to maintain a stable
value and is typically pegged to a national currency, with the US dollar being the
most popular.

In the early days of crypto-assets, traders needed a place to park funds while trading
in and out of more volatile tokens such as bitcoin, with fiat currency transfers taking
too long.

It was from this demand for a stable token to park funds that stablecoins were born.

While there are many different types of stablecoins, the ones most relevant to
financial institutions are those pegged to a major national currency such as the US
dollar and backed by a reserve of assets, usually short-term government securities.

One common misconception is that stablecoins are almost exclusively backed by
cash deposits in bank accounts, but this is rarely the case.

Cash deposits in bank accounts are generally only insured to certain maximums and
should a bank experience a failure, a stablecoin whose cash deposits are at that failed
pank May experience difficulties in Maintaining its pegged value.

In the United States, the Federal Deposit Insurance Corporation (“FDIC") insures
deposits only up to a maximum of US$250,000 if an insured bank fails.

Given that stablecoin issuers typically have billions of dollars’ worth of stablecoins
in circulation, bank deposits alone are unsuitable to serve as reserve assets for a
stablecoin.

For instance, Circle Internet Financial, issuer of the USDC stablecoin, had US$3.3
billion in cash reserves held with Silicon Valley Bank (“SVB") at the time of that bank’s
failure, causing its USDC stablecoin to slip its peg!!

Had it not been for US government intervention to shore up SVB, over 8% of USDC's

reserve assets were at risk of being lost in the collapse, with the USDC stablecoin
unlikely to have been able to maintain its pegged valued.

' https://www.wsj.com/articles/crypto-investors-cash-out-2-billion-in-usd-coin-after-bank-collapse-1338a80f
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As such, many stablecoin issuers typically hold a mix of different assets on top of
cash deposits at financial institutions, including short-term US treasuries, commercial
paper and other assets of varying liquidity.

It is this demand for a range of financial products that has many financial institutions
salivating at the prospect of serving stablecoin issuers as an emerging source for
growing fee income.

However, the opportunities provided by stablecoin issuers are not without risk,
including idiosyncrasies specific to blockchain networks that financial institutions may
not fully appreciate.

One Stablecoin, Many Blockchains

The existence of innumerous blockchain networks complicates monitoring and
reporting requirements when it comes to stablecoins.

A stablecoin can exist on multiple blockchain networks and the permissionless
nature of public blockchains means issuers have limited (if any) power to censure
unsanctioned versions of a stablecoin made for use on other blockchains.

What applies to stablecoins also applies to tokens on different blockchain networks in
general.

Let's assume you have some bitcoin, but you'd like to use that bitcoin on the
Ethereum blockchain, to make use of Ethereum’s smart contract or DeFi functions.

You can lock your bitcoin on the Bitcoin blockchain with a service provider who will
act as a “bridge” to make the equivalent bitcoin available in wrapped form, hence
the "wW" in front of the bitcoin, as wBTC, minting tokens representing bitcoin on the
Ethereum blockchain.

5 info@chainargos.com
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The “wrapped” bitcoin is now usable on the Ethereum blockchain.

You trust the service provider will keep the equivalent of 1.1 backing of the wrapped
bitcoin with actual bitcoin in its custody, so that when you need to eventually swap
your wBTC for actual bitcoin on the Bitcoin blockchain it is available.

Binance’s BUSD Stablecoin Product

In September 2019, Paxos Trust Company LLC (“Paxos”) a financial institution
regulated by the New York Department of Financial Services (“NYDFS") issued the
BUSD stablecoin in collaboration with crypto-asset exchange Binance.

The NYDFS had approved Paxos to issue BUSD on the Ethereum blockchain network,
a popular blockchain network favored for its smart contract capabilities.

Paxos issued BUSD on the Ethereum blockchain network, which was the only
officially licensed and regulated BUSD product.?

However, that didn't stop Binance from re-issuing a BUSD equivalent product for use
on another blockchain network, the BNB Smart Chain (“BSC").

Blockchain networks are not interoperable, meaning tokens on one blockchain
network are not transferable to another without some form of “bridging” exercise.

A “bridge” basically locks tokens on one blockchain network and issues their
equivalent tokens for use on another blockchain network.

There are many different bridge designs each with their own trust assumptions, but
what they all have in common is that some mechanism exists to relay messages
petween blockchain networks.

One of the most common methods to “bridge” crypto-assets from one blockchain
network to another is through a process called “wrapping.”

A user can deposit their crypto-assets into a smart contract that “locks” their crypto-
assets on one blockchain network and a smart contract on a different blockchain
network releases a “wrapped” version of that crypto-asset for use.

All bridges require an element of trust in the operator of the bridge and well-
established academic research® has confirmed that so-called “trustless” bridges do
Nnot exist.

2 https://paxos.com/2022/12/13/statement-from-paxos-on-busd/
5 https:/feprint.iacr.org/2019/1128 pdf
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Because a bridge is not “trustless’, it is not uncommon for new blockchain networks
to operate their own bridges, to provide confidence to users wanting to use the
bridge and to hypothecate crypto-assets from an existing blockchain network to the
new one, to increase usage.

In the case of Paxos and Binance's BUSD, to make BUSD available on other
blockchain networks such as BSC, Binance “wrapped” BUSD on the Ethereum
blockchain network and issued BUSD on the BSC blockchain network.*

As with other digital assets, third parties can wrap assets on to other chains.
Binance wraps BUSD to issue a pegged version on BNB, BSC, Avalanche and
Polygon.

Who's balancing the books?

The issue with “wrapping” and “bridging” tokens on multiple blockchain networks
is keeping track of whether these tokens are appropriately backed one-to-one, a
challenge which is especially pertinent to stablecoins.

For instance, it is possible for a “bridge” to issue more tokens on one blockchain
network than it has backing those tokens on another blockchain network.

In January 2023, ChainArgos broke the news with Bloomberg that Binance's BUSD
on the BSC blockchain network was unbacked by as much as $1.4 billion dollars at
times.»

Bloomberg

Binance Acknowledges Past Flaws in
Maintaining Stablecoin Backing

= Blockchain analyst Reiter had flagged gaps in Binance-peg BUSD
= Binance says earlier ‘operational delays’ have now been fixed

Data compiled by Jonathan Reiter, co-founder of blockchain
hﬂk»‘ analytics company , and analyzed by Bloomberg News
shows that Binance-peg BUSD was often undercollateralized
between 2020 and 2021. On three separate occasions, the gap
between reserves and supply surpassed $1 billion, Reiter’s
calculations show. The data requires operation of a blockchain nods¢
in order to be visible publicly.

“Supra note 1.
5 https://www.bloomberg.com/news/articles/2023-01-10/binance-bnb-acknowledges-past-flaws-in-managing-busd-peg-
stablecoin-reserves

[ ]
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Binance had issued more BUSD on the BSC blockchain network than had been
locked in the backing wallet on the Ethereum blockchain network.
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Figure 1. Chart showing time periods when BUSD was unbacked on the BSC blockchain network and the price
of the BNB token.

In the chart in Figure 1, the light green line is the price of BNB in dollars, the orange
line, the amount of BUSD in the Ethereum blockchain network backing wallet

for B-Peg BUSD and the dark green line is the BUSD in circulation on the BSC
blockchain network.

BNB is the native token for the BSC blockchain network and the crypto-asset used to
receive certain benefits and rewards when using services on Binance.

As can be seen from Figure 1. periods when BUSD on the BSC blockchain network
was significantly unbacked occurred just prior to periods where there were significant
increases in the price of the BNB token.

The NYDFS acted swiftly in response to the bomlbshell report by ChainArgos and
Bloomberg and by February 2023, ordered Paxos to cease issuance of BUSD on
the Ethereum blockchain network, admonishing Paxos for not having adequately
supervised its partner Binance.®

Binance's BUSD eventually fell into disuse and is no longer a major stablecoin, but the
BUSD stablecoin experience highlights the importance of appropriately monitoring
stablecoin circulation.

5 https://www.dfs.ny.gov/consumers/alerts/Paxos_and_Binance
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Monitoring Stablecoin Issuer Activity

For financial institutions looking to provide financial services to stablecoin issuers,
understanding how many stablecoins have been minted or burned on a given date is
critical.

= (PchainArgos
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Figure 2. Chart showing the minting and burning of the USDP stablecoin over time.

In Figure 2., the minting and burning of Paxos' USDP stablecoin over time can be
seen in an instant, providing a quick overview of the growth or decline of a stablecoin.

The same dashboard in Figure 2. can be overlaid with multiple stablecoins to
determine which stablecoins are growing and which are in decline.

Whether it's holding cash deposits or short-term government securities for a
stablecoin issuer, financial institutions need to understand their stablecoin activity so
they can independently verify the economic substance of transactions.

Figure 3. provides the largest minters of the USDC stablecoin over the previous three

months and provides unparalleled insight into who are the customers demanding
the most stablecoins.
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[Ethereum] Largest Minters of a Stablecoin

Labels To Address.

1| @Circle: ¥ EURC #3 cur balance ; ¥ EURC #1 lifetime recv ; ¥ USDC #1 lfetime recv..  0x55fe0023eff021773640e3392129292321584408
2 2 exploit ; 164 [scAM] [SCAM] fake.pr._. X
3| TTRisk Labs: Across Protocol ; Across.v2 (HubPool) ; HubPool ; Across V2 Wrapped Eth..  0xc1861a914353c4402633ebe0512184611048beds =

4| YEURC#11 cur balance ; ¥ EURC Z WEURC 5 VEUR.
5| 11'sus xfers (from scammer (53% confidence), scammer (88.00932% confidence), scam... ~ Oxdcb69fae7e7af841e44e1alc30a1640739378002 -
6| 1susxfers project 5168 sus xfers P

AR ¥ 17184 [SCAM] airdrop, [SCAM]

8 | ¥USDC #17 cur balance ; ¥ USDC #26 lifetime recv : ¥ USDC I¥U. -
9 | 12:sus xfers (from [SCAM] fake_project ; [SCAM] other, [SCAM] other_hack) - 24 sus xfer..  Oxeflec136931ab5728b07831d87d109c9d15d3111

0xe031adb9d4114e73a0fbc8cB9I3d20bae5ce9657d -

1| 18susxfers 53 sus Fake Apto. 7132€1700940681104462604d7 =
12 021 sus xters 23760 5us .

13 | 15 susxfers (from [SCAM] fake_project ; [SCAM] other, [SCAM] other_hack, scammer (89.

4 | 198 sus xfers (from [SCAM| airdrop, [SCAM] phishing) ; ¥ WStETH #27 cur balance ; ¥ .
5 | 10 sus xfers (from [SCAM] fake._project ; [SCAM] otner)

0X316c62528¢317e5691e5a34016C1a10CA26678
0x3c9eaScAfec2a77e23dd82539144142661681757 -

16 | ENS: Owner ; 147 sus Xt ,[SCA.

1. irdrop, [SCAM] fake, %, [SCAM] other_hack)

20 | 1 susxfers (from [SCAM] airdrop)

0xdd403374b3592378fdbBeccBe593df6e0aebacas <
0x0b6be1db4e29c736409611cH62112eS13d07462 -

0x880ac484217438629892441060867238¢7aa3 1 1c

0x0918ceb05457136559ae04d7d11285080056fac2
0x395426290813e5cea319fa3078b00f 1667621 -

22 | @7 Siblings ; B Fwds tracked tkns to 7 Siblings _proje...
23 ¥ CRV#33 max ever balance ; ¥ crvUSD #34 max ever balance

24| ¥ TUSD #7 cur balance ; ¥ EURI #46 cur balance ; ¥ APEX #22 lifetime recv ; ¥ EURI .
25 | ENS: Owner ; restia eth ; 20 sus xfers (from [SCAM] fake_project : [SCAM] other, [SCAM]

0x450261281960226497130c4bac70908081ed4029 =
0xb5873€333161e5045adac57379€c2b15d861178d -

0x8d1b8:

‘Sum of Transfer Amounts
I -1 <9,754,775 29
196,244,849.61
15285822278
11303123514
101,948,682.93
58,893316.47
58,798,747.58
45,599,902.89
43,492960.85
42,099,126.91
27,927,999.00
23,631,050.70
17,326,626.57
1595412261
15,447,042.00
14,750,190.89
14,485337.35
13,953438.00
12,999,786.02
12,721,163.09
11,119,016.00
11,000,000.00
10,999,680.44
10,890,000.00
10,744,100.00

Figure 3. Largest minters of the USDC stablecoin over the previous three months.

In Figure 3., you can see how the biggest minter of USDC is Circle Internet Financial
(“Circle”) itself, which makes sense given Circle is the issuer of USDC. However, Circle
allows minting of USDC to Circle's blockchain addresses which are then distributed to

customers of Circle.
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Block Written Month Symbol From Address

is 0x55fe002aeff02f77364de339a1292923a...
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1/ oNULO

2| sk Coinbase 36 ; Coinbase: USDC Hot Wallet ; S WUS.

3| %B2C2 Group;[186th USDT Customer, #377 by USDT 170th Minter, 1em
4 | Y USDC #8 cur balance 0x688344d10928adcAbcfB46ebedSee0b2cafed786 -

5| EIFwds tracked tkns 1o Binance ; W EURI #7 lifetime recv ; ¥ FDUSD #21 Iifetime recv;..  0x483a910a7479af5bd13330143197ee5¢733a7052

6 | EIFwds tracked thns 1o Okx 0x47¢12590ec00c992ac211a502123a8511e881038 -

7 0xca64701¢1665bfb9eaed9Sbea2706a322634393a -
8 0x9d3084d01dabce20f15d3271d8600e41630c64<7 -
9 | EIFwds tracked tkns to Binance 0x68391d7301e1685/000c{597¢1567e4c221471ac -
10 | N Wintermute for USDC?; 821 sus xfe.. 12722131a535€f0c7 -
11 | 55DV Chain (72) ; 32 sus xfers (from [SCAM] airdrop, [SCAM] fake_returns) ; ¥ CELO #3.  0x9320f4d0e4aaf70ce8643ced163a380153062a5 v
12 5 R . -
13 1 Crypt 4; Crypto.com5.;

14 | 2:5us xfers (from scammer (99% confidence)) ; ¥ USDL #1 cur balance; ¥ USDC #13¢...

OX12026(dc51a96094D3ed260cH89C520ch63cclea

15 | & Fasanara Capital (727) ; Fasanara Capital ; B
16 | 1 sus xfers (from scammer (99% confidence))

17 | ¥ sUSDe #9 curbalance ; ¥ coBTC #13 lfetime recv ; ¥ COBTC #11 ifetime sent; ¥
18 | EIFwds tracked tins to Binance

21 | ¥ FDUSD #29 lifetime recv ; ¥ FDUSD #29 Ifetime sent ; ¥ FDUSD #27 max ever bala..
22 | 4BitGo: Fwder -> Bullish ; ) Fwds tracked tkns to Bullish
23 | EIFwds tracked thns to Kraken ; ¥ USDC #41 max ever balance

26 | EIFwds tracked tkns to Coinbase ; Coinbase Prime

0x437e7a216bA010100911b446129c62916709022a -

0x31173ed183e5a9450c3671018ec4d770c8a8b18

0xa5201242418765962e193eadc69cc31c6294869 -
0x0d6eea30b25a850b21¢749a02ce9dCEEDB41A05T -
0x01e45794296607a04b086c68111169a5418¢a013 -
0xe25ccb9caB28c1a5012916882759acch08b754cd
0xd5907a0698eff3e68e0a17e80304ed3567ed 1242 -
0Xc002842111ed0ac3501 18811901 1651c1345070a <=

0x0bcf5da6150117197b7af56adaal 1710717657ea -
0xd8e6171c525a79c6368885867867add 793816679

0x32c488cbcabadecdasfaf e39bee9654bd88957 -

Sum of Transfer Amounts.

| 1 5551030150
I 127,156247.12

977,300,000.00
902,828,967.25
755,235302.05
72843858243
631,427,926.56
584,569,828.52
462,402,288.00
447,039,899.06
443283,554.95
324,604,624.65
299,999990.00
289,715318.39
265341867.12
217,981,780.15
217845988.01
216,590,000.00
213,400,100.00
20525032011
201,680879.00
179,300,000.00
168,137,502.92
165,523491.00
15767132224

1606,799258.15

Figure 4. Largest receivers of the USDC stablecoin over the previous three months from a specific address.
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As can be seen from Figure 4., in the case of USDC, the crypto-asset exchanges
Coinbase and B2C2 were the primary recipients of USDC in the previous three
months.

Not all stablecoin issuers allow minting to the issuer’s blockchain addresses before
being handed off to customers. Instead, many stablecoin issuers send freshly minted
stablecoins directly to a customer's blockchain address.

Understanding stablecoin issuance idiosyncrasies helps financial institutions gain a
better understanding of the type of transaction behavior to look out for and provide
crucial information during stablecoin issuance and redemption exercises.

Knowing who the largest counterparties for a stablecoin are also provides insight into
a stablecoin issuer’'s main users and counterparties.

It is also possible to analyze the different stablecoins used by a single or cluster of
blockchain addresses provided by a customer, to determine whether any regime
changes occurred in stablecoin usage.
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Figure 5. Stablecoin use for a blockchain address showing different usage patterns across various stablecoins .
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As can be seen from Figure 5., the blockchain address being analyzed was a user

of the euro-based stablecoin EURC, as well as the dollar-based stablecoins FDUSD,
USDC and USDT.

The change in usage patterns of the various stablecoins can be seen in Figure 5.
where the blockchain address was initially a heavy user of USDT, before swapping to
FDUSD and then later, USDC.

Shifts in stablecoin usage patterns can provide key insight into a customer’s
circumstances and enable financial institutions to ask timely questions.

Reconciling Stablecoin Transactions

A major challenge for financial institutions managing assets for stablecoin issuers
is independently verifying stablecoin mints and redemptions and determining the
identity of counterparties minting or redeeming those stablecoins.

For instance, if a dollar-backed stablecoin issuer claims their customer redeemed

stablecoins and requests to transfer the equivalent dollar amount to that customer,
how would a bank verify those stablecoins were in fact redeemed by that customer?
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| % Gaza Now ;31 53¢ / gnnanow / gazaalan / gazaalannet [OFAC blackiist], 4 Shaflu All OFAC biackiist],
4 Shen Xingbiao 3 3445 / Shen Mike [OFAC blackist], 4 Zhang Wei 3k £ [OFAC blacklist, & Al Mutahadun For Exchange / Dubai Company For Exchange / Al Wefaq Co. israel
blackiist], & pany For blacklist], & blacklist], & blackiist], | USDT ), & Palestinian Islamic Jinad [Israel blackiist), &
Terrorists ; Blackiisted [Israel blackiist]) ; [134th USDT Customer, #14 by USDT Redeemed ($405mm), 22nd Redeemer, #11 by # of Redemptions] ; ¥ TUSD #4 cur balance ; ¥ USDT
#10 cur balance ; ¥ BTT #29 cur balance ; ¥ JST #15 cur balance ;. ¥ SUN #12 cur balance ;; ¥ BTT #7 lifetime recv ; ¥ BinancePeg-8USD #10 lifetime recy ; ¥ SUN #5 ifetime
recy ;¥ TUSD #6 lfetime recv : ¥ USDC #5 lifetime recv:: ¥ WIN #8 lfetime recv ; ¥ JST #11 lifetime recv ; ¥ USDT #11 Iifetime recv:; ¥ BTT #7 lifetime sent ;. ¥ BinancePeg-
BUSD #10 lfetime sent; ¥ SUN #5 lfetime sent ; ¥ TUSD #6 lifetime sent ; ¥ USDC #5 ifetime sent ; ¥ WIN #7 lifetime sent ; ¥ JST #11 lfetime sent; ¥ USDT #11 iifetime
sent: ¥ USDC #10 max ever balance ; ¥ BT #44 max ever balance ; ¥ BinancePeg-BUSD #15 max ever balance ; ¥ SUN #35 max ever balance ; ¥ TUSD #16 max ever balance ;

¥ USDT #28 max ever balance ;; ¥ WIN #31 max ever balance ; BinancePeg-BUSD recv #5;; ¥ BTT #3 by out txn #;; ¥ BinancePeg-BUSD #2 by out txn # ; ¥ NFT #8 by outtxn # ;
¥ USDC #6 by out txn #;; ¥ USDT #3 by out txn # ; ¥ BinancePeg-BUSD #20 by intxn #; ¥ SUN #11 by out txn # ; ¥ TUSD #17 by outtin #:; ¥ WIN #23 by out b #

Figure 6. L argest redeemers of the USDT stablecoin on the Tron blockchain network over the previous three
months.
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Figure 6., provides a list of addresses which “burned” or redeemed the Tether
stablecoin USDT over the previous three months on the Tron blockchain network,
providing both their blockchain addresses and the labels associated with them.

Specific blockchain addresses can also be analyzed to determine if they had
indeed “burned” or redeemed stablecoins, consistent with the transactions being
contemplated by the financial institution.

Similarly, a financial institution can also see if a fresh deposit of funds by a stablecoin
issuer is consistent with the issuance of stablecoins to a specific blockchain address.

The Role of Blockchain Intelligence

Blockchain intelligence plays an important role not just in reconciling on-chain
activity with off-chain transactions, but also to ensure financial institutions have an
overall understanding of the operating environment for stablecoins.

As more financial institutions emlbrace crypto-assets, stablecoins and tokenization,

access to timely blockchain intelligence is critical to make better informed decisions.

Blockchain intelligence goes well beyond transaction tracing and should provide
financial institutions a macro view of the economic purpose behind overall flows.
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Who are we?

ChainArgos is the blockchain intelligence firm best known for
uncovering crypto-asset exchange Binance's $1.4bn BUSD stablecoin
undercollateralization, forcing the New York Department of Financial
Services to take action.

We provide unparalleled blockchain intelligence by focusing on the
financial drivers of transactions, facilitate investigations and analysis
centered on the economic value of transfers, and provide insight into the
motivation behind specific flows.

ChainArgos is recognized globally as a leader in blockchain intelligence.
We've tracked illicit flows funding terrorism and sanctions evasion,

analyzed transaction patterns connecting global scams, and uncovered
crypto-asset trading opportunities before the market.
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Where else have you seen us?

ChainArgos works with the United Nations, governments, central banks, financial
institutions, hedge funds, proprietary trading firms, regulators, law enforcement
and intelligence agencies, research institutes, universities, and crypto-asset service

providers globally.

We're trusted by top news outlets including the Wall Street Journal, Bloomberg,
Forbes, Fortune, Thomson Reuters, and the South China Morning Post, for

unimpeachable blockchain

intelligence.

Here's just a selection of our blockchain intelligence that created news:

Bloomberg

Binance Acknowledges Past Flaws in
Maintaining Stablecoin Backing

= Blockchain analyst Reiter had flagged gaps in Binance-peg BUSD
= Binance says earlier ‘operational delays’ have now been fixed

Forbe

Did Digital Currency Group Profit From $60
million In North Korea
Crypto Money Laundering?

THE WALL STREET JOURNAL.

E. The above—r'- il transa@ions,
-~

QIR NPRRORIN . | ¥/CT 4, ar€ depicted j

From Hamas to North Korean Nukes,

Cryptocurrency Tether Keeps Showing Up
Tether has allegedly been used by Hamas,
drug dealers, North Korea and sanctioned Russians

The Shadow Dollar That’s Fueling the

Financial Underworld
Cryptocurrency Tether enables a parallel economy that
operates beyond the reach of U.S. law enforcement

Stablecoin Operator Moves $1 Billion
in Reserves to Bahamas

= Move reflects worsening US banking conditions for crypto firms
= TrueUSD's circulation has more than doubled in the last month
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B South China Morning Post

How crypto investigators uncover
scammers’ blockchain billions,
scale of money laundering in Asia

info@chainargos.com


https://www.wsj.com/finance/currencies/tether-crypto-us-dollar-sanctions-52f85459
https://www.forbes.com/sites/javierpaz/2024/10/31/did-digital-currency-group-profit-from-60-million-in-north-korean-crypto-money-laundering/
https://www.bloomberg.com/news/articles/2023-03-15/trueusd-operator-tusd-moves-1-billion-in-stablecoin-reserves-to-capital-union?srnd=cryptocurrencies-v2
https://www.scmp.com/week-asia/economics/article/3253865/how-crypto-investigators-uncover-scammers-blockchain-billions-scale-money-laundering-asia
https://www.wsj.com/finance/currencies/most-popular-cryptocurrency-keeps-showing-up-in-illicit-finance-71d32e5e?page=1
https://www.bloomberg.com/news/articles/2023-01-10/binance-bnb-acknowledges-past-flaws-in-managing-busd-peg-stablecoin-reserves
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Who uses blockchain intelligence?

Flnancg and Compliance Law Enforcement Regglators and
Banking Policymakers

Finance and Banking

Assess the risks and opportunities in crypto-assets, stablecoins, and decentralized
finance. Develop innovative products, explore tokenization opportunities, and
generate new revenue streams.

Compliance
Fight money laundering, expand know-your-customer tools, and combat the

financing of terrorism while expanding your customer base. Manage risk from .
customer crypto-assets and confidently verify sources of crypto-asset wealth. . 3
Law Enforcement . .
Terrorists and criminals are using blockchain technology to avoid the banking

system, launder money, and fund operations. Blockchain wallet analysis and d

transaction tracing fights crime, prosecutes criminals, and tracks illicit fund flows.

Regulators and Policymakers

Develop and implement effective crypto-asset and stablecoin supervisory, licensing
tax, compliance, and regulatory frameworks to foster innovation, while managing

threats to national security and the financial system.
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How are we different?

We deliver actionable blockchain intelligence.

Say “no” to pseudo-science and “yes” to blockchain intelligence you can
count on for commerce, compliance, and crime-fighting.

ChainArgos is built by finance, legal, and technology professionals to deliver
actionable blockchain intelligence focused on financially-relevant analysis.

Whether you're looking to on-board a customer, determine source of wealth, or
ensure your evidence isn't rejected on appeal, our blockchain intelligence is based
on established principles of statistics, math, and forensic science.

Extreme Versatility

Create compliance and
commercially-driven
analysis in a single place
and arrive at better
business decisions faster.

Data Integrity

ChainArgos runs its own
blockchain nodes, and we
never enrich our data with
YyOours, so you can be sure
of data integrity.

No-Code Customization

Build any query or analysis
without programming
skills or coding.

API Ready

Robust and resilient APIs
with 99.99% uptime.
Minimal code required for
easy integration.

17

Financially-Relevant

Standard financial
measures combined with
blockchain intelligence for
actionable insight.

Automated Alerts

Schedule automated alerts
and reports via Email,
Webhook, Amazon S3 and
SFTP so you're always in
the know when something
happens.
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How do we do it?

Blockchain intelligence is a relatively new industry, and it's not uncommon to
hear of methods which have little basis in finance, let alone forensic science.

Let's look at one example to understand the limitations of blockchain tracing.

A
$1
A B < e o A elc
$1 $1 $0 $0 $2 $0 $0 $1 $1
Fig. 1 Fig. 2 Fig. 3

In Fig. 1, A and B start with $1, while C starts with $0. In Fig. 2, A transfers their $1
to B who now has $2. Finally, in Fig. 3, B transfers $1to C, who now has $1.

If it turns out A is an illicit actor, with what degree of confidence can we say that
C has received $1 from illicit sources? 50-507?

Would you accept a “risk score” of 50%?

Follow the money. - chainArgos

Instead of passing off “risk scores”
as “risk management” ChainArgos .~
helps you follow the money.

[Blockehain] Your Queried Addresses’ Labels & Categories
Address Labels Categories Organizations

Blacklisting Info (If Any)
Timestamp Date Authority Action Blockchain

Most blockchain transactions

don't derive from a single source, - A ol s oo e S
and believing they do is what o ' Y
Ieads to poor OUtcomeS- [Blockchain] Outbound Counterparties

USDValue  Sum of Transfer Numberof  Avg Transfer  First Txn Last Txn
Today Amounts Transfers  Size Date at

Make better decisions by :
focusing on what matters - where

the money went, where it came

from, and where does it look like it's headed to?

How much does one address deal with another? What's the average transaction
size? What's the frequency? What's the crypto-asset or stablecoin of choice?
What's the transaction behavior? When did the transaction size change?

And so much more.
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Better attribution. .

Don't risk critical legal, trading, and compliance decisions to questionable or
subjective attribution methods. Trust math and science.

ChainArgos is the only blockchain intelligence firm that delivers programmatic
address labels and wallet tags that are unassailable whether you're making
business decisions or preparing to sue someone.

Blockchain addresses are automatically ranked and labeled based on a variety of
factors including:

e Transaction Count: the number of transactions by an address. Sending
$100,000 in one transaction may have very different implications from sending
10 transactions of $10,000 each. Either way, you'll know the difference.

e Lifetime Sent/Received: lists the biggest sender and/or receiver of any given
crypto-asset or stablecoin currently. Markets are extremely dynamic. The
biggest movers today may not be the same tomorrow.

e Max. Historical / Current Balances: helps you decide whether an address
is participating in affiliated crypto-assets and/or stablecoins based on their
maximum historical balance and who's stocking the highest current balances.

e Recipient Number: gives you a sense of whether they were an early adopter, or

even possibly an insider of a crypto-asset or stablecoin. Recipients are ranked
according to the date and time they received a crypto-asset or stablecoin.

Say “no” to dodgy wallet tagging and “yes” to attribution you can trust.
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Legal Disclaimers. ’

THE INFORMATION CONTAINED IN THESE MATERIALS IS FOR INFORMATION PURPOSES ONLY AND
NOT INTENDED TO BE RELIED UPON.

The information contained herein is information regarding research and analysis performed by
ChainArgos Pte. Ltd., a company incorporated with limited liability under the laws of the Republic of
Singapore with registration number 202303560W (“the Company”). The information herein has not
been independently verified or audited and is subject to change, and neither the Company or any
other person, is under any duty to update or inform you of any changes to such information. No reliance
may be placed for any purposes whatsoever on the information contained in this commmunication or
its completeness. No representation or warranty, express or implied, is given by, or on behalf of the
Company or any of their members, directors, officers, advisers, agents or employees or any other person
as to the accuracy or completeness of the information or opinions contained in this communication
and, to the fullest extent permitted by law, no liability whatsoever is accepted by the Company or any
of their members, directors, officers, advisers, agents or employees nor any other person for any loss
howsoever arising, directly or indirectly, from any use of such information or opinions or otherwise arising
in connection therewith. In particular, no representation or warranty is given as to the reasonableness
of, and no reliance should be placed on, any forecasts or proposals contained in this communication
and nothing in this communication is or should be relied on as a promise or representation as to the
future or any outcome in the future.

This document may contain opinions, which reflect current views with respect to, among other things,
the information available when the document was prepared. Readers can identify these statements
by the use of words such as “believes”, “expects”, “potential”, “continues”, “may”, “will", “should”, “could”,
“approximately”, “assumed”, “anticipates”, or the negative version of those words or other comparable
words. Any statements contained in this document are based, in part, upon historical data, estimates
and expectations. The inclusion of any opinion should not be regarded as a representation by the
Company or any other person. Such opinion statements are subject to various risks, uncertainties and
assumptions and if one or more of these or other risks or uncertainties materialize, or if the underlying
assumptions of the Company prove to be incorrect, projections, analysis, and forecasts may vary
materially from those indicated in these statements. Accordingly, you should not place undue reliance

on any opinion statements included in this document.

By accepting this communication you represent, warrant and undertake that you have read and agree
to comply with the contents of this notice.

20 info@chainargos.com



CP ChainArgos

© 2024 ChainArgos Pte. Ltd. All rights reserved.




